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Protecting the privacy of patients' health information is an important issue that has gained 
tremendous significance with the advance of Electronic Health Records (EHRs). However, 
the ease of accessing electronic data mandates that sensitive EHR data needs to be protected. 
To support data protection, EHR systems adopt the “need-to-know” principle that allows 
revealing data only if it is relevant and necessary to the encounter between the caregiver 
(data-requestor) and the patient. This principle can be carried out via Role-Based Access 
Control model, where the roles of the data-requestors and the requested data-items are 
defined. However, we have found many scenarios of health data disclosure with 
characteristics that cannot be expressed by this model (e.g., the relationship between the 
patient and the secretary of the hospital unit where the patient is hospitalized). Our goal is 
therefore to develop a comprehensive model. 
 
The first step in the research was to discover scenarios of requests for patient data disclosure, 
identify the roles that take part in the process and relationships among them, the context of 
the request (e.g., does it take place within a clinic), and the requested data. For this purpose, 
we used qualitative research methods including 24 interviews, 8 questionnaires, and 3 
document studies. The questionnaire respondents were patients, physicians, EHR 
administrators, nurses, secretaries, dietitians, and insurance company personnel.  
The main findings from this study are the following. 
 
(1) Four entities take part in defining a data disclosure request scenario: The Situation entity, 
which involves the three other inter-related entities: Data-requestor, Patient, and EHR  Each 
of the entities has its own characteristics. For instance, the Patient has 27 characteristics such 
as location, and the situation has 34 characteristics such as time, place, and emergency 
condition. Data-access requests are modeled as a (temporary) relationship between the data-
requestor and the EHR, and may be refined into view, print, transfer to third party, etc. 
(2) The context of the data request is expressed via the characteristics of the situation and its 
entities. 
(3) Sensitive health data can be categorized into three major groups: gynecology, mental 
health, and sexually transmitted diseases. 
Since the situation appears to be the most significant entity, we call our access approach 
Situation-Based Access Control. So far, we identified 129 situations. Most of the situations 
(99) can be considered as simple ones but the remaining 30 are quite complex (e.g., the 
hospital-unit secretary can transfer a release-letter of a patient that was hospitalized in his 
unit during the previous 3 months to a county medical-clinic if the patient was referred to one 
of the physicians who works in this clinic). In order to overcome the situations' complexity, 
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we analyzed them using Object-Process Methodology (OPM), a systems analysis and 
modeling methodology. Using the models, we identified the characteristics and relationships 
among these situations, such as instantiation, containment, and inheritance, and to recognize 
similarity between situations. This recognition will help us build a knowledge base of 
situations that will serve as a decision-support system for acceptance or rejection of future 
data disclosure request situations.   


